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Cybersecurity for the Digital Age 
The modern business world is reliant upon computers; the thought of even a temporary 
inability to access information technology can cause stress, let alone the possibility of 
extended downtimes, theft of information, and possible permanent loss of data due to 
cybercrime.  

In 2015, there were 1,673 incidents of some form of data breach – an increase of 8% over 2014 
– and 707,509,815 data records were lost or stolen – that’s 22 records compromised every 
second. Only 4% of these breaches were considered “secure,” meaning encryption had been 
used and thus the stolen data was useless.1 As of August 2016, the Identity Theft Resource 
Center has logged 601 breaches and 21,075,138 personal data records exposed, and those 
numbers are only for the United States.2 

Risk prevention and IT security strategies to ensure the safety of information and data, and to 
protect a business’ IT architecture and digital environments, are vital. This is true not just from 
a purely business perspective, but from a regulatory and legal one as well, as there are 
numerous laws – including the Data Protection Act – which state a business has a legal 
responsibility to take appropriate steps to protect against loss of data as well as to prevent 
unauthorized accessing of that data. Failure to adequately protect data and comply with data 
protection legislation puts a business at risk, and should a breach occur, the consequences can 
go far beyond costly downtimes and lost data. Businesses shown to be negligent can be levied 
with expensive fines, and may suffer from permanent damage to their reputation due to bad 
publicity which can lead to loss of future business. 

IT Security Management 

The task of keeping IT systems and the data they hold safe can seem daunting, particularly 
given the increasing complexity of IT itself, and how interconnected an individual company’s IT 
must be with the larger world IT environment in order to conduct business. 

While the IT department and its personnel are the vanguard when it comes to protecting a 
business’ IT systems and data, the truth is that it is the responsibility of all staff to follow 
policies and protocols to keep data safe. In particular, management must take a leadership 
role, both in developing an IT security management policy, and in communicating to all staff 
the importance of office IT security. 

Security management is a dynamic process; monitoring must be constant and businesses must 
review and update their security policies on a regular basis to respond to new technology and 
new threats. 

                                                           
1 http://blog.gemalto.com/security/2016/03/03/2015-data-breaches-by-the-numbers/.  
2 http://www.idtheftcenter.org/images/breach/DataBreachReport2016.pdf. 
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Establishing / Updating Security Policy 

In their efforts to protect Switzerland from cybercrime, the Federal Council developed a 
comprehensive plan for national security; the plan covers preventative measures, the proper 
handling of sensitive data, and crisis control and response. The Swiss Federal IT Steering Unit’s 
NCS – Switzerland’s national strategy for the protection of the country against cyber risks – the 
NCS implementation plan, and the Swiss Federal Computer Science Regulation, all have useful 
strategies and guidelines for implementing cybersecurity within the financial and banking 
sectors. 

The NCS plan outlines a “risk management and protection cycle,” the application of which is 
helpful during the development process. The five spheres of action within the cycle – 
identification, analysis and evaluation; performance target and planning; measures; 
implementation; and checking and verification – are simplified here into three steps that 
should be taken during security plan development. 

Risk Assessment 

A proper assessment is always the first step in establishing or preparing to update an existing 
security policy. Considerations include not just what data a business holds, but also all of the 
processes involved in collecting, using, analyzing, storing, and disposing of that data. 

Once a security plan has been developed and implemented, regular audits should be done on 
at least an annual basis, to determine whether there are vulnerabilities that need to be 
addressed. 

Security Plan Development 

A good security plan is detailed and in writing and it includes redundancies and failsafes; 
relying upon a single product to provide security is a recipe for disaster. Instead, a multi-
layered, independent defense approach is needed so that should one fail, others are ready to 
detect and stop the threat before it can do damage. 

• Physical Security. This involves not just building security to ensure unauthorized 
persons are prevented from entering, but also server and individual workstation 
security to ensure that all means of accessing data are secure at all times. A separate, 
locked server room, and screen auto-locking on workstations add additional layers of 
protection. 

• Accessibility and Confidentiality. This goes beyond assigning individual logins. A 
business should restrict data access; not every employee needs access to all data. If an 
employee or consultant doesn’t use a particular dataset they shouldn’t have access to 
it, and all staff – be they internal or external – should be made aware of office security 
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and confidentiality policies and what is and is not acceptable when it comes to 
removal or use of office assets and/or data outside of company property. 

• Intrusion Defense and Anti-Virus Protection. While a strong firewall can stop most 
threats before they get into data systems, regular scans of network and data by a 
robust anti-virus program are still required to detect and quarantine any threats that 
manage to penetrate. 

• Worst Case Scenarios. A definitive, concrete plan should be established that details 
what should be done in the event of a breach. Planning for the failure of security is the 
best way to minimize the damages if it ever occurs.  

Implementing Security Policy 

A good security management policy is only as good as its implementation, and as good as the 
people involved in that implementation. Many businesses are not as protected as they think, 
because they aren’t correctly using the security they have in place. This may be due to not 
having the right knowledge and expertise on staff; a business is far better hiring an outside 
consultant than attempting to “make do” with inadequately trained internal staff. 

• Training and Awareness. All staff – including any external third-party consultants – 
need to be aware of their roles and responsibilities when it comes to business security, 
and staff should be trained how to recognize potential threats. 

• Network Segmentation. When implementing security protocols, a best practice is to 
separate and limit access within a business network through use of multiple servers, in 
particular when it comes to the servers that have access to the internet – this limits 
potential damages should security be compromised.  

• Security Monitoring and Testing. IT systems and data must be continuously monitored, 
and the security system itself needs to be monitored and updated as necessary by 
knowledgeable, trained staff. Out of date software and systems provide entry points 
for threats. Updates and regular backups are needed to ensure security stays current 
and constant. In addition, a business should test its security protocols on a regular 
basis, making sure they are performing their function. 

Special Considerations 

• Remote Access. Branch offices, laptops, and even mobile phones, all add risk and 
present unique needs when it comes to ensuring the security of a business. Businesses 
should take the time to consider how best to secure remote devices used to access 
business assets, and every business should have a plan that dictates what steps to 
follow should loss or theft of said devices occur. Firms making use of mobile offerings 
must ensure that the applications – and the data accessed by them – are secure. 

https://www.google.ch/maps/search/Islisberg+2,+6340+Baar,+Switzerland/@47.2162896,8.5130943,17z
tel:+41445861112
http://www.werth-it.ch/
mailto:hello@werth-it.ch


                                                                            Islisberg 2 · 6340 Baar · Switzerland                +41 445 861 112 
                                                                            werth-it.ch                                                            hello@werth-it.ch 

  

Cybersecurity for the Digital  
Age  

4 / 5 2016-11-04  

• Employee Retirement/Termination. A business should have clear policies on what 
must be done when an employee leaves the business, no matter what the 
circumstances are for the departure. 

Front Arena and Security 

Werth IT works exclusively with SunGard/FIS’ Front Arena platform. The platform has robust 
security capabilities that are flexible and adaptable, with multiple levels of authentication and 
options that can be deployed and customized based not only on regulatory requirements, but 
on the specific requirements of a client’s security policy. 

Werth IT can assist in a complete overhaul of a client’s security strategy, or simply audit an 
existing strategy, ensuring that their Front Arena platform is optimized for regulatory 
compliance and a client’s own specific security needs. 

Werth IT and Cybersecurity: Confidential, Secure, Reliable. 

As a Swiss company, Werth IT closely adheres to all Swiss laws and regulations governing 
cybersecurity and the prevention of cyber risks, including the NCS and the Swiss Federal 
Computer Science Regulation. Werth IT also finds the IT guidelines and best practices of the 
German Federal Office for Information Security useful when it comes to our work; the Swiss 
government has given an endorsement of the German document, citing it as containing 
practical tips for cybersecurity. 

Werth IT claims compliance with the CFA Institute Code of Ethics and Standards of Professional 
Conduct when it comes to ensuring the security of all client systems and the appropriate 
handling of all data. This claim has not been verified by CFA Institute. 
Our clients’ interests and concerns come first, and providing excellent service to our clients is 
our top priority. Our consultants and staff operate on the assumption that any and all data 
belonging to our client is confidential unless explicitly told otherwise. Our clients are assured 
that their data and IT systems are safe in our expert hands, and that the cybersecurity plans 
Werth IT develops are based on best practices and fully comply with all requisite Swiss and 
international regulations. 
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